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Decision/action requested

Approve the Solution for MOCN security handling for MBS
2
References

[X]
3GPP TR 33.883 Study on security enhancements for 5G multicast-broadcast services phase 2
[Y]            3GPP TS 23.247  Architectural enhancements for 5G multicast-broadcast services
3
Rationale

As described in TR 33.883, in MOCN case, the broadcasted content cant be decrypted by all UEs belonging to different operator. A solution is proposed to address this issue.
4
Detailed proposal

********* START OF CHANGES *********
6.1
Mapping of solutions to key issues

Table 6.1-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2
	KI#3
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************ NEXT CHANGE ************

6.A
Solution #A: MOCN security handling for MBS
6.A.1
Introduction 

This solution addresses the key issue #1 “security handling in MOCN network sharing scenario” from TR 33.883[X]. 
6.A.2
Solution details

This solution proposes to allocate a common MOCN TMGI between the PLMNs involved in sharing the network.
· Using this common MOCN TMGI, all PLMNs involved can derive the same MSK and MTK.

· MOCN RAN considers only one media stream content and ignores the rest of the media stream content received from rest of the PLMNs because the TMGI used is common. RAN decides based on the common MOCN TMGI ID used in media stream.
· Having used the common MOCN TMGI, the derived keys will be the same, and UEs in any of the PLMNs involved in sharing the network can decode the MBS traffic using MSK and MTK.
Editor’s Note: How to derive a common MOCN TMGI is FFS.
6.A.3

System impact

TBD
6.A.4
Evaluation

With this approach, the optimiztation of same content from RAN need not be broadcast many times and with security issues also is taken care.
*********  END OF CHANGES *********


